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• In the latest release of Internet Explorer you may 

encounter an issue where you can no longer 
navigate to some secured sites. Instead of 
getting to the page you expect you will see a 
page error or "Certificate Error" similar to the 
one above. In Internet Explorer 7 there was an 
option to continue that has been removed in IE 
8. In order to get past the security certificate 
error in Internet Explorer 8 you can follow these 
steps.

• * Note: You may not need the following steps 
using “Safari”.



Internet Explorer “Certificate Error” 
resolution:

Option I.

1.Open Internet Explorer and verify that the page you are trying to view is listing a 
certificate error.

2. To clear the certificate error go to Tools --> Internet Options from the menu of IE 
8. 

3. Click on the Advanced tab and scroll down to the Security section. Clear the 
boxes for: "Check for publisher's certificate revocation" and "Check for server 
certificate revocation".

4. Click Apply and Ok.

5. Attempt to reload the page by clicking the Refresh button at the end of the 
address bar or by pressing the F5 key. Your page should now load as expected. 

Tools



Internet Explorer Advanced - 
Security Settings

Clear the boxes 
for: "Check for 
publisher's 
certificate 
revocation" and 
"Check for server 
certificate 
revocation".
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Internet Explorer “Certificate Error” 
resolution:

Option II.

Installing the DoD CERTS Can Cure Many Issues such as the website 
showing as not trusted, or "Certificate Error/Warning". 

InstallRoot is a small program that installs the DoD (Department of 
Defense) Root and DoD trusted External Certificate Authority (ECA) 
certificates into Microsoft products such as: Internet Explorer and 
Outlook. 

Note: DoD Certificates are NOT needed on Macs, however some 
functionallity on our website may not be available. See the Apple page 
for more information. 

Note: You do not need administrative rights to run this program. 
(Except for Government owned Vista computers). 

1. Click the link to download the DOD InstallRoot program and install 
the certificates. 

https://www.us.army.mil/suite/page/610909
http://assist.army.mil/assist2/InstallRoot.zip
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2. You can also right-click with your mouse and "save target as".



3. Save the file to your "My Documents" folder.  Note the filename.
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4. Once the file is downloaded, double click on the file to open it, then double click on the file 

InstallRoot inside the Zip folder/file, it should run and install your certificates.

doyle.brooks
Oval



Internet Explorer “Certificate Error” 
resolution:

Option II (contd.)

5. Select Run if/when prompted, you will see a black screen flash up, and 
have text scrolling up the screen. This program just installed the latest 
DoD certificates to your computer. 

*NOTE: Windows Vista & 7 users may see a message stating the file 
might not have installed correctly. Select "This program installed 
correctly." 

You should now be able to connect to the website without the 
certificate error. If you still get a "Warning" you should be able to click 
"Continue" to connect. You may need to close and re-open Internet 
Explorer. 

You may now close this window and continue connecting to the 
secure ASSIST website. 
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